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Abstract
Cloud execution of mobile apps—running unmodified apps
inside full mobile OSes on commodity servers—is gaining
adoption for uses such as GUI agent training and large-scale
app testing. These workloads are both temporally dynamic
(from second-scale agent interactions to hour-long tests) and
highly bursty (up to hundreds of concurrent jobs), demand-
ing an elastic platform that can provision mobile environ-
ments both quickly and at high density. Existing stacks fall
short because each tenant has a separate copy of the mobile
framework (a large collection of shared libraries and system
services), which is slow to start and heavy to keep.
We present MCon, the first container system with the

framework consolidation architecture: the framework is run
as a shared, multi-tenant service instead of a per-tenant com-
ponent. The core challenge is to practically enable per-tenant
isolation on a large framework with no native multi-tenant
support. MCon achieves this from outside the framework: we
virtualize the IPC control path through which apps access
shared framework services, and combine it with per-tenant
virtual device slices to construct private views of framework
and device resources. Compared to the best existing stacks,
MCon achieves sub-second cold tenant allocation (15× as
fast), with 70%–82% less host memory and 1%–33% less GPU
memory usage. MCon has been adopted by Infinigence AI.

CCS Concepts: • Human-centered computing → Mo-
bile computing; • Computing methodologies→Mobile
agents; • Software and its engineering → Virtual ma-
chines.
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1 Introduction
Advances in autonomous mobile GUI agents [59, 82, 89] are
driving demand for cloud execution of mobile apps, where
unmodified apps run inside mobile OSes in containers or
VMs on commodity servers. A dominant use is the post-
training of GUI agents, e.g., reinforcement learning (RL) that
scales through massive parallel rollouts: each rollout boots a
fresh mobile instance, launches an app, lets the agent attempt
a short sequence of GUI actions, records the outcome, and
resets [12, 80]. Similar patterns arise in large-scale automated
app testing and CI [30, 41, 57].
Rather than long-running virtual phones, these mobile

instances are increasingly treated as ephemeral compute
environments—they are highly dynamic in time (from second-
scale interactions to hour-long tests) and bursty in quantity
(e.g., hundreds of rollouts arriving concurrently). The un-
derlying platform must therefore be elastic along two axes:
provisioning environments at low latency, and sustaining
them at high density to keep parallel jobs cost-effective.
However, today’s mobile stacks fall short on both axes.

On the latency axis, provisioning is slow: on state-of-the-art
stacks [14, 37, 73, 74], booting 32 instances on a commodity
server takes over five minutes, inflating end-to-end latency
for short, second-scale jobs by orders of magnitude [28]. On
the density axis, capacity is low: the best stacks saturate
at roughly 32 instances per server before exhausting host
memory (§7.4), far short of the hundreds of rollouts typically
needed, so excess jobs queue and per-job cost climbs.

Both shortfalls trace to the same root cause: the structure
of mobile systems. Besides the kernel, an app cannot run
until themobile framework—a large userspace stack of shared
libraries and privileged services [76, 88]—has initialized. This
framework is both slow to start and resource-hungry: under
typical workloads of top-50 popular apps, it takes tens of
seconds to initialize and consumes 80% of memory and 35%
of CPU cycles per instance on average.
Yet existing systems merely port server virtualization

techniques to mobile stacks: they either launch one VM
per instance [37, 73], or treat the framework as a black
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Figure 1. Architecture of container-based mobile stacks.
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Figure 2. Architecture of MCon.

box and pack many containerized instances into a single
long-running VM [14, 74] (Figure 1; a VM is necessary for
hardware-accelerated graphics because server GPUs lack
drivers for mobile OSes [29, 78]). Either way, the framework
is duplicated per instance, which explains both shortfalls at
once: its initialization dominates provisioning latency, while
its large footprint caps density and forces jobs to queue.

The framework bottleneck alsomakes elasticity techniques
from serverless and VMplatforms hard to transfer. MicroVMs
such as Firecracker [1]minimize VMMand guest-kernel boot,
but in mobile stacks these already boot in under two sec-
onds; the tens of seconds that dominate provisioning are
spent in the framework, above the layer microVMs optimize.
Snapshot-, fork-, and pre-warming techniques [23, 70, 75] do
reach this bottleneck and can cut framework initialization
latency, but only for a fixed device profile: robust agents and
thorough tests need to generalize across hundreds of distinct
profiles (e.g., display size, DPI, and refresh rate) that reshape
app layout [46, 82], so a warm pool or resident snapshot
per profile fragments capacity [53] (§2.1). Moreover, none of
these techniques improve density: each instance still carries
a full, duplicated framework in memory.
We present MCon, the first elastic container system na-

tively designed for mobile systems, based on the framework
consolidation architecture. As shown in Figure 2, instead of
treating the mobile framework as a standalone component
per tenant, we run the framework as a shared multi-tenant
service: apps from multiple tenants are consolidated onto
a single framework, while still allowing per-tenant control
over hardware profiles. Our architecture improves elastic-
ity in two ways: (1) without cold-booting and duplicating
full mobile frameworks per tenant, container provisioning
is much faster; (2) containers also have a smaller resource
footprint and can run at higher density.

To realize shared frameworks, two major challenges exist:
• State isolation: The mobile framework is designed for a

single trusted device and offers little isolation of app state.
It assumes a global namespace (e.g., only one copy of any
app package is allowed in the system) and loose visibility
(e.g., any app can see the screen of other apps).

• Performance interference: As MCon enables tenants to run
at high densities, high-throughput devices receive com-
mands from many more tenants than they are designed
for, causing bottlenecks in their global synchronization
mechanisms like mutexes, as shown in Figure 1.
At the core, the challenges stem from a fundamental ten-

sion between consolidation and isolation in a complex sys-
tem stack. Consolidation (reusing the framework) reduces
resource overhead, but introduces interference and security
issues in that shared layer. Worse, once the framework is con-
solidated, per-tenant semantics are erased in the underlying
layers (the device stack), pushing those layers toward further
consolidation and causing interference to propagate down-
ward. While a natural solution is to refactor the framework
to be truly multi-tenant, doing so is intractable in practice:
it requires changing system APIs to be multi-tenant aware,
which would break compatibility with existing apps.

To reconcile the tension, our core insight is that frame-
work isolation does not require changing the framework it-
self; instead, it can be achieved externally by virtualizing the
interface through which apps perceive the system. In mobile
OSes, apps run in sandboxes and interact with the frame-
work via a stable IPC channel named Android Binder [33].
This microkernel-style architecture creates a key opportu-
nity: by transforming traffic at the IPC boundary, we can
achieve per-tenant isolation before app requests reach the
framework. This external virtualization not only allows for
practical consolidation, but also brings tenant identity to the
underlying device stack, enabling performance isolation.
As shown in Figure 2, MCon adopts a hybrid architec-

ture driven by the distinct characteristics of each layer in
the mobile stack. For the framework, which is slow to ini-
tialize and resource-heavy, we achieve effective consolida-
tion with framework namespaces (§4): each tenant on the
shared framework is provided with a private, virtualized
view of framework and device resources. Conversely, for
the para-virtualized device layer, which is lightweight but
performance-critical, we prioritize isolation via slicing (§5):
each tenant gets its own set of virtual devices to restrict
performance interference and failure propagation.

Finally, MCon has a security-conscious design. MCon tar-
gets single-provider deployments (e.g., internal training and
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CI/testing clusters), where tenants may be buggy, curious, or
noisy, but not malicious. The framework, kernel, and host are
trusted; framework compromise can affect all co-located ten-
ants. Thus, MCon does not target mutually distrustful public
workloads. Within this threat model, MCon enhances tenant
protection with UID-based kernel controls and default-deny
IPC handling, while limiting noisy-neighbor interference
using resource quotas and frame pacing.

We integrate the above designs and implement MCon on
Android1 and vSoC [73], a mobile emulator with efficient
virtual devices. We evaluate MCon against representative
mobile containers (Redroid [74], Anbox Cloud [14]) and em-
ulators (Google Android Emulator [37], vSoC [73]) with mi-
crobenchmarks and an end-to-end benchmark on top-50
popular apps. Compared to the best stacks, MCon delivers
sub-second cold tenant allocation (15× as fast), and reduces
per-tenant host memory use by 70%–82% and GPU memory
use by 1%–33%, with a small 4% latency overhead for IPC.
MCon has been adopted by Infinigence AI for training mo-
bile agents, accelerating end-to-end RL training speed by
56%, and reducing mobile infrastructure cost by 60%.

This work makes the following contributions:
• We propose an elastic mobile container architecture that
allows multiple tenants to reuse one mobile framework
while recovering per-tenant control and isolation.
• We design and implement MCon, which addresses the
challenges of the architecture by isolating per-tenant re-
sources from outside the framework itself.
• We demonstrate MCon’s elasticity, achieving sub-second

tenant provisioning and significantly improving container
density compared to state-of-the-art mobile stacks.
MCon is open source at https://github.com/VirtualSoC/

mcon-docs. This work does not raise any ethical concerns.

2 Background and Motivation
To handle heterogeneous hardware and strict energy budgets,
mobile systems differ fundamentally from server systems.
They rely on a mobile framework—a large userspace stack of
shared libraries and system services that mediates interac-
tions between apps and the kernel. However, its heavyweight
design and single-user assumptions hinder efficient cloud
deployment. In this section, we analyze why existing mobile
solutions fall short on elasticity (§2.1), explore the opportu-
nities and challenges of framework consolidation (§2.2), and
present our key idea: external framework isolation (§2.3).

2.1 Towards Framework Consolidation
Emerging workloads require elastic mobile clouds. Training
mobile GUI agents with reinforcement learning [59, 82, 89]

1Though iOS is closed-source and has a different ecosystem, it adopts a
similar architecture with a large userspace framework and IPC-based app-
framework interactions [10], so our design is applicable in principle.

relies on massive parallel rollouts, each launching a fresh
instance for a short agent interaction; because complex app
GUIs limit per-rollout coverage, useful coverage needs hun-
dreds of concurrent instances [12, 80]. Automated testing [30,
41, 57] similarly needs many isolated instances per test, and
cloud gaming [17, 56, 66, 85] scales container pools for bursty,
variable-length player sessions. These workloads demand
elasticity along two axes: instances must be provisioned at
low latency for short, bursty jobs, and sustained at high den-
sity to keep large fleets cost-effective.

Adapting current mobile stacks to these workloads is chal-
lenging. State-of-the-art containers (e.g., Redroid [74]) en-
capsulate the mobile userspace inside a Linux container run-
ning atop a long-running VM with a para-virtualized GPU.
VM and para-virtualization are indispensable because server
GPUs (particularly NVIDIA) lack native drivers for mobile
OSes, and open-source alternatives (e.g., Nouveau [65]) are
too unstable for production use [22].
Consequently, each tenant pays the full cost of booting

and hosting the framework. In Android 13, it spans over
60 long-running processes hosting 242 system services [35].
Initializing this stack—probing hardware, loading libraries,
and building service states [88]—costs seconds of CPU time
per instance and inflates provisioning latency, while keeping
it resident consumes gigabytes of memory and caps density.
Worse, the usual remedy also fails for mobile workloads.

Pre-warming and snapshotting [23, 70] reuse an initialized
template and thus assume a fixed environment, but mo-
bile workloads demand diverse device profiles (e.g., screen
sizes, DPI, and refresh rates) that existing stacks fix at boot
time. Each profile therefore needs its own warm pool or
resident snapshot set (an Android 13 snapshot averages 3.2
GiB), fragmenting capacity across profiles and inflating idle
cost [50, 52]. Moreover, these techniques still instantiate a
framework per instance and thus cannot raise density.

2.2 Opportunities and Challenges
These limits motivate a new architecture, framework consoli-
dation: the mobile framework is run as a persistent service
shared among multiple tenants, while each tenant retains its
own apps, configurations, and device profiles. Consolidation
offers two immediate elasticity benefits. First, provisioning is
much faster: adding a tenant now only creates a tenant con-
text rather than booting a full framework. Second, resource
efficiency improves because framework costs are amortized
across tenants. However, framework consolidation also in-
troduces fundamental challenges.
Functionality. Mobile frameworks are not designed for
cloud multi-tenancy. Android and OpenHarmony do provide
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a basic isolation mechanism, multi-user2, intended for shar-
ing a single device among mutually trusted people (e.g., a
family tablet, or passengers in a smart car) [19, 36]. However,
with multi-user, critical system services still assume a global
namespace. For instance, apps are labeled using globally
unique strings termed package names (e.g., com.example.app),
so only one installation of a given package can exist at a time.
As a result, two tenants cannot install or run different ver-
sions of the same app, making use cases such as A/B testing
impossible. Similar uniqueness applies to other global iden-
tifiers (e.g., Android ContentProvider authorities).
Moreover, because multi-user assumes mutually trusted

co-users, device-wide state such as screens and process lists
stays observable across users, and all users must share a
single device profile (screen size, DPI, refresh rate) and device
set, which is unsuitable for cloud multi-tenancy.
Performance. Framework consolidation has mixed perfor-
mance implications: it improves provisioning but risks intro-
ducing noisy-neighbor effects. High-throughput devices (es-
pecially GPU and display) now multiplex command streams
from many tenants, creating performance collapse and jitter
in virtual devices and host drivers (§5.1). Unfortunately, with
a shared framework, the underlying device stack loses per-
tenant context, making per-tenant command streams impos-
sible to separate. Even inside the framework itself, tenants
can contend for framework resources via heavy APIs (e.g.,
enumerating sensors), degrading per-tenant performance.
Security. With framework consolidation, the trusted com-
puting base (TCB) includes the mobile framework, enlarging
the attack surface compared with kernel-only sharing. This
is a tradeoff between elasticity and security we consciously
make. That said, we must still prevent cross-tenant leaks,
state corruption, and resource interference. For instance,
framework APIs expose device-wide capabilities (e.g., screen
capture, process list) that assume a single user; if not care-
fully controlled, apps may interfere with each other and lead
to unexpected behavior.
Reliability. Consolidation creates a larger failure domain:
a crash in the shared framework or underlying device stack
instantly disrupts all tenants on it. If the framework crashes,
apps from all tenants must stop until the framework restarts
(since the framework holds stateful app contexts). Worse,
virtual device failures can impact or even crash the entire
VM, causing even greater disruption. Awell-designed system
should therefore carefully balance performance and reliabil-
ity, and mitigate cascading failures across layers.

2.3 Insight: External Isolation
A natural idea to reconcile consolidation with per-tenant
isolation is to add multi-tenancy to the mobile framework,
2Higher-level features such as Work Profiles [40] and Private Space [4] are
also specialized user profiles built on the same multi-user stack, so they
inherit its assumptions and limitations.

just like multi-user. However, this is intractable in practice: it
requires invasive changes to framework APIs, breaks compat-
ibility with existing apps, and creates a maintenance night-
mare given the framework’s huge, evolving codebase (the
Android framework has 7.5M lines of code as of 2025 [35]).

Instead, we tap into the unique architecture of mobile
systems. Unlike server programs that access most system
functionality via syscalls, mobile apps run in sandboxes [3] to
protect user data. For example, every Android app executes
in a dedicated process with a unique Linux UID, isolated from
both the system and other apps [11, 26]. To cross the sandbox
for privileged operations (e.g., accessing storage or cameras),
they must interact with the framework. For instance, when
an Android app needs to read a photo in user storage, it
cannot invoke open() on the file path without permission; it
must request access via the framework’s MediaStore API [6,
54]. The framework validates permissions and returns a file
descriptor to the photo.

Crucially, since apps and system services run in separate
userspace processes, these interactions cross a stable IPC
boundary (e.g., Android Binder [33] or iOS XPC [10]). This
IPC boundary yields a key insight: by transforming IPC data,
we can enforce isolation externally by virtualizing the inter-
face through which apps perceive the system.

As an example, consider two tenants that install different
versions of an app with package name X. Android’s global
package namespace would normally make the installations
collide. When tenant 𝑖 invokes a package API, MCon rewrites
X to X.i before the request reaches the framework, and maps
results back to X on return. The shared framework therefore
sees distinct packages, while each tenant sees the ordinary
single-device interface it expects. Neither the app nor the
framework needs modification.

3 System Overview
MCon has these design goals: (i) per-tenant isolation: each
tenant should be isolated from others in terms of function-
ality, performance, and security; (ii) fast provisioning: new
tenants should be provisioned without booting a full frame-
work; (iii) high density: the system should support many
tenants per host; (iv) maintainability: the system should be
easy to patch in case of OS upgrades or security issues.
As shown in Figure 2, MCon adopts a hybrid architec-

ture tailored to each layer. For the mobile framework, which
is heavy and slow to initialize, we prioritize efficiency via
consolidation: multiple tenants share a single framework
instance. The mobile framework and kernel run in a VM
managed by the QEMU/KVM hypervisor. Conversely, for
the para-virtualized device layer, which is lightweight but
performance-critical, we prioritize isolation via slicing: each
tenant gets dedicated device instances to eliminate contention.
At the bottom, the hypervisor and virtual device slices run
on a KVM-enabled Linux host. This architecture is not Linux-
specific:MCon can also supportmicrokernel-based systems [15]

468



Interface/Resource Examples MCon Mechanisms Security Property
Framework IPC AIDL calls, providers, broadcasts, accessibility,

IME, clipboard, package visibility
Typed IPC proxy (§4.1); namespace operations,
policies and default-deny (§4.2)

Confidentiality, integrity

Framework resource CPU, memory, and expensive framework APIs cgroups and IPC rate control (§4.3) Availability
Direct kernel path File syscalls, Unix sockets, procfs, sysfs UID-based kernel isolation (§4.2) Confidentiality, integrity
Device data plane OpenGL ES, network I/O, media, DMA-BUF Namespace routing (§4.2) and device slices (§5.2) Confidentiality, availability
Device resource GPU time, VRAM, network bandwidth Frame pacing and GPU quota (§5.3) Availability
Vendor API Vendor services, private protocols IPC proxy (§4.1) or separate vendor integration Implementation specific

Table 1. Cross-tenant interfaces and resources, with their corresponding isolation mechanisms and security properties.

that provide cgroup-like CPU and memory controls, equiva-
lent per-user protection, and virtual device interfaces.
To realize this architecture, MCon uses two techniques:

(i) framework namespaces (§4), which virtualize the app-
framework interface to enforce logical isolation of frame-
work resources; and (ii) virtual device slicing (§5), which par-
titions high-throughput virtual devices into per-tenant slices
to restrict performance interference and failure propagation.
Threat Model. MCon targets single-provider, semi-trusted
cloud environments, such as agent training clusters, auto-
mated testing farms, and enterprise CI/CD pipelines. These
deployments prioritize elasticity and density; to provide
them, MCon trusts the host OS, hypervisor, mobile kernel,
shared framework, and framework namespaces, which to-
gether form its trusted computing base (TCB). In particular,
a compromised framework affects every tenant using that
framework instance, so MCon is not intended for public
clouds that execute mutually distrustful workloads.
The in-scope adversary is a curious, buggy, or noisy ten-

ant that runs arbitrary unprivileged mobile apps. A curious
tenant may attempt to read another tenant’s files, monitor
their screen or clipboard, query their package list, or change
system settings. A buggy tenant may send malformed data
via IPC. A noisy tenant may consume excessive IPC or hard-
ware resources and degrade others’ performance.We exclude
attacks that compromise the TCB (e.g., privilege-escalation
or code-execution exploits) as well as malicious host admin-
istrators and hardware side channels.
Within this model, MCon provides security along three

dimensions. First, confidentiality prevents a tenant from ob-
serving another tenant’s private framework state, such as
files, screens, clipboards, and package lists. Second, integrity
prevents a tenant from affecting another tenant’s state, like
causing package conflicts or modifying system-wide config-
uration. Third, availability isolation limits performance inter-
ference through shared CPU, memory, framework IPC, and
device resources. MCon enforces these properties through
a combination of framework namespaces (§4), kernel sand-
boxing, resource controls, and device slicing (§5).
Interface Coverage. Table 1 summarizes the interfaces and
resourcesMConmediates. Framework IPC is the control path
to all shared and privileged resources and can be fully medi-
ated by framework namespaces. However, high-throughput
paths (e.g., graphics, network) often interact directly with

kernel drivers for performance; while their control planes
remain managed by the framework [26, 72] and thus by IPC,
MCon also extends isolation to the device stack to prevent
noisy-neighbor effects. Some operations like accessing tem-
porary files use kernel syscalls directly; MCon protects them
by reusing Android’s built-in UID-based isolation.
Finally, some vendor systems may include custom APIs.

Standard vendor services that follow modern practices like
Android’s Project Treble [48] also use framework IPC and
can be ported to MCon by filling out the IPC transformation
policies for their APIs (§4.2). For the minority of services that
hold per-tenant context and use private protocols, vendors
should implement multi-tenancy on their own.

4 Framework Namespaces
Framework namespaces logically isolate tenants on a shared
framework by transforming IPC messages to construct pri-
vate views of system resources (e.g., package names, set-
tings, device IDs). The framework still operates as if on a
single-user device, unaware of the abstraction. The abstrac-
tion exposes a minimal control API: (i) ns.new() creates a
namespace and returns a handle; (ii) ns.bind(slice) as-
sociates the namespace with a virtual device slice; and (iii)
ns.destroy(handle) tears down the referenced namespace.
The MCon container manager uses these APIs to manage
tenant lifecycles. We detail their use in §5.2.

We next describe the design principles behind framework
namespaces, including how IPCmessages are captured (§4.1),
transformed (§4.2), and regulated (§4.3).

4.1 IPC Proxy
The IPC proxy intercepts and transforms IPC traffic. Instead
of modifying complex system-service internals or manipulat-
ing binary IPC data [27] whose protocols are unstable across
OS versions, MCon leverages a feature of mobile IPC: as mo-
bile systems are often written in multiple languages (Java,
Swift, C++, etc.), IPC interfaces are defined in generic Inter-
face Definition Languages (IDLs, like AIDL [31] for Android
and MIG [9] for iOS). Therefore, MCon injects the proxy into
the IDL compiler, intercepting IPC calls without changing
service code (details in §6).

Crucially, we place the proxy logic in the framework pro-
cesses rather than the app processes. If the proxy were lo-
cated in the app’s address space, a malicious tenant could
bypass it by manually crafting raw IPC packets.

469



Category Tenant-Scoped Objects Operation
Names Package Names, Providers, URIs Virtualize: Append tenant ID suffix (e.g., app→ app.1) to prevent collisions.
Visibility Processes, Tasks, Services, Debug APIs Filter: Prune lists to only show objects belonging to the requesting tenant.
Events Broadcasts, Notifications, Intents Filter: Restrict event delivery to the originating tenant’s namespace.
Data Sharing Clipboard, Drag-and-Drop Virtualize: Maintain separate data buffers for each tenant.
Identifiers IMEI, Serial, MAC Address Virtualize: Return unique, consistent generated IDs per tenant.
Configuration Settings, Properties, Accessibility Virtualize/Reject: Maintain per-tenant view or reject global changes.
Device I/O Input Events, Device Handles Route: Direct I/O streams to the specific virtual device slice.

Table 2. Policy categories in MCon.

launcher app UID: 1234

API: launch(String packageName, int displayId, int flags, ...)

launch(app, 0, ..)

kernel IPC buffer

system service

launch(app  , 0, ..)

launch(app.1, 1, ..)

UID: 1234

Tenant 1

virtualize route

…

apps

① call API 

② marshal ③ unmarshal

④ 

transform

⑤ call service

Figure 3. Data flow of an API that launches apps. Framework
namespaces take effect in 4○.

4.2 Operations and Policies
With the IPC proxy in place, we focus on managing trans-
formation rules for the vast, evolving mobile APIs. A static
hardcoded rule set would be unmaintainable as APIs evolve.
To address this, MCon decouples isolation mechanism from
policy. We distill isolation logic into a small set of generic
operations (mechanism), and apply them to a bounded set
of relevant framework objects (policy).
Mechanism: Generic Operations. Despite the diversity
of framework APIs, the necessary transformations fall into
four generic operations on common framework objects:
• Virtualize: Change names to create private resource views;
• Filter: Change visibility to hide other tenants’ resources;
• Route: Direct traffic to the correct device slice;
• Reject: Deny access to global or privileged settings3.

Figure 3 illustrates the workflow of a simplified framework
API that launches apps, with two policies, each acting on one
framework object (virtualize on packageName, and route on
displayId). As a result, when a launcher app from tenant 1
(identified by its UID) requests to launch app on display 0
(the default display), the IPC call is transformed to launch
app.1 on the display assigned to tenant 1 (display 1 in our
example). Virtualize ensures that app.1 is always private to
tenant 1, and that the framework never confuses it with apps
from other tenants, while route ensures that the app’s UI
always appears on the correct display slice.
Policy: Object-Based Analysis. Policies determine how
operations apply to each framework API. While the large
API surface seems daunting, it can be transformed in an
3Reject effectively deprivileges tenants relative to standalone device owners.
Similar to how Linux containers can use but not modify kernel functionality,
a MCon tenant cannot change global framework settings like Wi-Fi (they
are always-on). This deprivileging does not break normal app semantics:
third-party apps cannot programmaticallymodify these settings anyway [7].

automated and principled way, using object-based analysis
(instead of per-API). Our observation is that cross-tenant
interference does not arise from arbitrary APIs, but from a
bounded set of tenant-scoped framework objects. An object
is tenant-scoped if a standalone device maintains a single,
system-wide instance of it (e.g., package name, process list,
clipboard) that implicitly serves the device’s sole user. When
several tenants share one framework, this single instance
would otherwise be shared across all of them and cause cross-
tenant collisions. Such objects therefore require per-tenant
treatment to preserve normal device semantics. Table 2 sum-
marizes the categories of these objects.
Accordingly, MCon defines a policy as a (tenant-scoped

object→ operation) mapping. The policy engine traverses
IPC arguments and return values at run time, and applies the
corresponding operation whenever it encounters a match-
ing object. While most arguments are typed objects (e.g.,
PackageInfo) and hence the mapping is straightforward, a
small subset of arguments are primitive-typed (e.g., String
or int) and need effort to be bound to the correct object type.
The engine uses stable naming conventions as a heuristic,
since these names are part of the stable public AIDL interface
and usually do not change (see §6). For composite objects,
the engine introduces a recurse meta-operation that indi-
cates the object should be inspected recursively. To avoid
repeated runtime recursions, MCon pre-computes a policy
tree for each object type at compile time, so the proxy can
directly locate the nested fields that require transformation.
Coverage and Completeness. By design, MCon classifies
the complete set of framework APIs at build time: trans-
form if it carries tenant-scoped objects, and pass-through
otherwise. Nevertheless, the correctness of the classification
depends on (1) identifying all tenant-scoped objects and (2)
mapping API arguments to the correct object types. We em-
pirically validate both through expert review and automated
testing. Expert review involves two steps: first, we audit
which framework objects represent tenant-scoped state. An-
droid 13 exposes 878 framework object types, of which 79 are
tenant-scoped; the rest represent global or immutable state
(e.g., OS version). Second, we check if the naming heuristics
for primitive arguments are correct. The naming heuristics
initially produced 6 false positives and 92 false negatives;
these are identified and corrected with 98 explicit policies.
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We complement the static review with compatibility and
adversarial testing. For compatibility, we use Android’s Com-
patibility Test Suite (CTS) [38] that ensures MCon preserves
standard Android behavior. Separately, we develop an adver-
sarial test suite that combines hand-written boundary cases
with systematic fuzzing across the transformed API surface
(§7.7).We compare results with the unmodified stack and iter-
atively adjust policies until Δresult (MCon, unmodified) = 0.
Of the 10,511 APIs in Android 13, 2473 (23.5%) are trans-

formed and 8038 (76.5%) are pass-through. Because the frame-
work API surface is stable across versions, upgrading re-
quires only minor adjustments (see §6).
Refinements. We further refine the operations and policies
to improve efficiency and security.
First, we enforce a default-deny policy. When building

MCon, the signature and classification of every framework
API is recorded; at runtime, an IPC call is accepted only if
its signature is known at build time. A new or signature-
changed method is denied until reviewed. It is a safeguard
designed to close two gaps: a version-migration gap, where
a new or changed API is accidentally missed during an up-
grade, and runtime tampering, where a compromised service
presents an API signature absent at build time (where deny-
ing is precisely the desired behavior).

Second, we introduce many-to-one aliases for virtualize to
enable safe reuse of shared resources across tenants. A no-
table example is app binaries (Figure 4): if we install the same
app package to multiple tenants (common in app testing),
naively virtualizing the package name (so that X becomes
X.1, X.2, etc.) would create multiple copies of the same bi-
naries, wasting storage and memory resources. To solve this,
when the package binaries are identical, we map the binary
paths from all tenants to the same X.base path for read-only
sharing. App configuration and data are still virtualized.
Finally, to minimize the scope of virtualization, MCon

reuses the underlying OS’s multi-user support as a base layer.
By mapping each tenant to a distinct user ID, we offload
basic file system and process isolation to the kernel and
framework. For instance, even if a bug in a shared system
service incorrectly authorizes access to another tenant’s file
path, the kernel’s UID-based access control will still block
the actual file operation.

The multi-user mechanism is a defense-in-depth layer in
MCon and is not fundamental. In cases where the underlying
framework lacks multi-user support (e.g., slim IoT OSes), the
IPC proxy can be extended to virtualize IDs and storage paths.
Note that we currently do not support nested multi-user (i.e.,
multiple users in one tenant) because there is typically no
need in cloud environments; just start another tenant instead.

4.3 Framework Performance Isolation
While IPC transformations provide logical isolation, they do
not solve performance interference. A “noisy neighbor” can

containers

X.1
package
binaries

X.2 X.3 X.base

w/o alias w/ alias

Figure 4. Many-to-one package alias improves storage efficiency.

monopolize shared system services, causing latency spikes
or denial-of-service for others. To address this, MCon uses a
multi-layer resource control strategy.

To partition standard compute resources (CPU, memory),
we rely on cgroups [51]. To reduce contention on hot sys-
tem paths, MCon implements a transparent IPC result cache
within the proxy.We target read-only IPCs that are expensive
but return stable results (e.g., getInstalledPackages(),
which scans information about all apps). The proxy caches
these results per-tenant, serving subsequent calls instantly
without waking the system service. To ensure consistency,
the proxy monitors relevant state-change events (e.g., pack-
age installation broadcasts) to actively invalidate stale cache.

For requests that cannot be cached, we enforce fair usage
via a token bucket [44] regulator. Tokens are deducted from
a tenant’s bucket based on the CPU time consumed by its
requests. If a tenant exhausts its budget, subsequent non-
critical IPCs are delayed, ensuring that no single tenant can
starve the entire framework.

5 Virtual Device Slicing
With per-tenant device commands distinguishable in frame-
work namespaces, we next turn to the para-virtualized de-
vice layer. To prevent performance interference and failure
propagation, high-throughput devices (e.g., GPU, display)
require a different approach from consolidation. In this sec-
tion, we quantify interference bottlenecks in existing virtual
device architectures (§5.1), detail our process-isolated device
slices (§5.2), and introduce a complexity-aware frame pacing
mechanism to regulate GPU performance jitter (§5.3).

5.1 Why Device Slices?
As discussed in §1, sharing virtual devices creates severe
bottlenecks at high densities. To quantify this, we benchmark
the virtual GPUs of three open-source systems: vSoC [73],
Google Android Emulator (GAE) [37], and Redroid [74]. We
use the hardware configuration in §7.1. We use an app that
generates randomized OpenGL ES commands across 1 to
128 concurrent graphics contexts to simulate tenant density,
allowing us to stress-test the GPU backends beyond the
density limits of existing platforms. The app is run within a
single large tenant (36 vCPUs, 120 GiB RAM), and we report
the average of five 5-minute runs.
As Figure 5 shows, existing systems suffer from severe

performance collapse and jitter at high concurrency. At 128
contexts, the aggregate FPS of vSoC and GAE collapses to
just 2.2%–3.5% of peak performance, and the coefficient of
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mean) under variable graphics contexts.

variation (CV) for FPS reaches 0.192 for vSoC, 0.374 for GAE,
and 0.135 for Redroid4.
Profiling attributes the performance drag to the GPU

drivers’ thread models. Both vSoC and GAE use a multi-
threaded model where commands from different GPU con-
texts are processed by different threads, but they share process-
wide locks in both the virtual GPU and the physical GPU
driver to protect shared data structures (e.g., global maps,
object pools). Profiling shows that supposedly lightweight
driver calls (e.g., glBindBuffer) slow down by orders of
magnitude (from microseconds to ~1.2ms) in vSoC and GAE.
CPU-side synchronization (e.g., futex) consumes 38–46% of
total CPU time, and over 60% of it lives inside the closed-
source NVIDIA GPU driver.

In contrast, Redroid uses a single-threadedmodel (virgl [81])
that avoids lock contention. However, this design trades
locks for a CPU bottleneck: aggregate throughput plateaus
at ~70% of peak performance due to the overhead of serializ-
ing commands and context switching on a single thread.

These results show that the contention cannot be cleanly
resolved within a single shared process: the multi-threaded
model cannot escape locks largely buried in the closed-source
driver, and the single-threaded model only trades them for a
CPU ceiling. This motivates a rethinking of the conventional
virtual device architecture where a single set of virtual de-
vices serves all tenants. Since tenants execute independent
workloads, and virtual devices are lightweight (sub-50 ms
startup, <1% memory footprint), we propose virtual device
slicing: provisioning separate virtual device instances for
each tenant. This approach separates command streams into
different host processes, eliminating cross-tenant lock con-
tention while isolating failures.
5.2 Design of a Virtual Device Slice
A virtual device slice encapsulates a tenant’s set of virtual de-
vices (e.g.,GPU, display, input, audio) in a single host process.
We group devices into “slices” rather than isolating individual
devices because mobile workloads often require data shar-
ing between high-throughput devices [73]. For instance, the
GPU often renders directly into buffers managed by the dis-
play device. This design keeps high-bandwidth cross-device

4CV of 0.374 implies that assuming a normal distribution, in 32% of the time,
the throughput deviates by more than 37% from the average.
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Figure 6. The creation of a virtual device slice.

traffic in one process while enforcing strict command stream
isolation between tenants.

Crucially, we enforce process-level isolation for each slice.
Merely creating multiple slice instances within a shared pro-
cess is insufficient because the host device drivers loaded by
a device slice still use process-wide locks to protect global
objects and state. By placing each slice in a separate address
space, we force the host kernel to maintain separate driver
contexts for each tenant, thereby eliminating the lock con-
tention observed in §5.1. Because each slice is self-contained,
the manager can place it on any host GPU. MCon currently
uses round-robin placement; load- or memory-aware policies
can be used instead.

For communication, slices interact with the guest VM via
the standard vhost-user protocol [25]. However, vhost-user
is designed for independent virtual devices and lacks a mech-
anism for efficient coordination between the slice and the
central hypervisor, which is required for cross-tenant man-
agement such as frame pacing (§5.3). We therefore design
a shared-memory overlay control protocol to connect each
slice process directly with the hypervisor. Each hypervisor-
slice connection uses a pair of ring buffers for bidirectional
communication. These ring buffers carry control messages
(e.g., slice status, frame timing information), and enable effi-
cient, low-latency delivery via a hybrid mechanism of polling
and futex-based event notification.
Figure 6 illustrates the creation of a device slice. First,

the tenant sends a request with custom device properties
(e.g., resolution) to the container manager in the hypervisor
process ( 1○), and the hypervisor spawns a new slice process
on the host ( 2○). Next, the hypervisor hotplugs the slice
to the running VM: it notifies the guest kernel ( 3○), which
initializes the device drivers, and notifies the framework to
register them ( 4○). Afterwards, the framework creates a new
namespace via ns.new() and binds the hotplugged devices
via ns.bind() ( 5○), so that device commands are routed to
the new slice. Finally, the framework starts the first app in
the new namespace ( 6○).

5.3 GPU Performance Isolation
While virtual device slicing reduces contention within the
software stack, it does not resolve performance jitter from
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Algorithm 1: Complexity-Aware Frame Pacing
Input: Frame complexity𝐶 = 𝑁 frag + 𝛼𝑁 vert + 𝛽𝑁 comp, Measured

frame time𝑇 real, Previous sleep𝑇 prev_sleep and error 𝐸prev
Global: Conversion factor 𝐾
Param: PI gains 𝐾p, 𝐾 i, Custom offset𝑇 custom
𝐾 ← sliding_min(𝑇 real/𝐶 ) // 1. Update conversion factor

𝑇 est ← 𝐶 × 𝐾 // 2. Estimate hardware time

𝐸 ← 𝑇 est − 𝑇 real +𝑇 custom // 3. Calculate error

𝑇 sleep ← max(𝑇 prev_sleep +𝐾p (𝐸 − 𝐸prev ) +𝐾 i𝐸, 0) // 4. PI

if 𝑇 sleep > 0 then
sleep(𝑇 sleep) // 5. Apply pacing

end
𝑇 prev_sleep ← 𝑇 sleep; 𝐸prev ← 𝐸 // 6. Update history

the shared physical GPU (§5.1). Unlike well-explored CPU
isolation [49, 51], GPU performance isolation remains chal-
lenging for elastic mobile workloads. Existing hardware par-
titioning schemes (e.g., SR-IOV [71], NVIDIA MIG [69]) of-
fer strong isolation but lack the flexibility for elastic multi-
tenancy, often supporting only a few static partitions (typ-
ically ≤ 8 [67]). Conversely, driver-level scheduling (e.g.,
time-sliced vGPUs [68], DRM scheduler [60]) often relies on
proprietary host and guest drivers (e.g., NVIDIA) that are
opaque and unavailable to mobile OSes.

To overcome these limitations, MCon operates at a higher,
graphics API level. Instead of trying to control the opaque
GPU hardware scheduler, we regulate the rate at which ten-
ants submit frames. The idea is that jitter occurs when GPU
commands queue up in drivers where we lack control; by
forcing commands to wait in userspace when the hardware
queue fills up, we regain control over frame pacing. This ap-
proach works with any GPU that supports standard graphics
APIs, and scales to any number of tenants.

The core challenge is estimating GPU processing time for
each frame to determine the right pacing rate. Naive wall-
clock measurements (e.g., GL_TIME_ELAPSED) are unreliable
because they include CPU-side bubbles caused by schedul-
ing delays and contention. For example, a 10 ms GPU job
might appear to take 50 ms if the CPU is busy. To address
this, MCon employs a minimum-filter accounting algorithm.
The key principle is that while a frame may take longer
during contention, it can never take less time than the hard-
ware physically requires to process the pixels. Therefore, by
tracking the minimum observed time normalized by frame
complexity over a sliding window, we can filter out transient
noise and recover the true hardware processing time.
Algorithm 1 details the logic. For each frame, MCon es-

timates its ideal processing time (𝑇 est) by scaling its com-
plexity (𝐶) with a learned conversion factor (𝐾). To cover
diverse workloads, MCon defines 𝐶 as a composite met-
ric from fragment, vertex, and compute shader invocations:
𝐶 = 𝑁 frag +𝛼𝑁 vert + 𝛽𝑁 comp. The hardware-specific weights
𝛼 and 𝛽 normalize vertex and compute work into equivalent
fragment invocations, calibrated by a brief microbenchmark

at hypervisor startup. Next, 𝐾 is learned online via a sliding-
window minimum of the ratio between measured wall-clock
time and complexity, effectively rejecting outliers caused by
contention. Finally, a PI controller computes the required
sleep duration (𝑇 sleep) to align the frame interval with the
target policy (𝑇 custom).
The parameter 𝑇 custom enables flexible, policy-driven iso-

lation. By default, we set 𝑇 custom = 𝑇 est − 𝑇 est (where 𝑇 est
is the average across all tenants) to equalize the GPU time
allocated to each tenant. For latency-critical system services
(e.g., the display compositor), we set𝑇 custom → −∞ to bypass
pacing. Alternatively, operators can enforce strict frame rate
caps (e.g., 60 FPS) by setting 𝑇 custom = 1

60𝑠 −𝑇 est.
GPU Memory Isolation. Complementing temporal isola-
tion, MCon enforces spatial isolation for GPU memory. Since
GPU drivers often lack native per-process memory quotas,
we track allocationAPIs (e.g., glBufferData, glTexImage2D)
within the virtual device slice. MCon rejects allocations that
exceed the assigned quota with an out-of-memory error, pre-
venting a single tenant from exhausting global GPUmemory.

6 System Implementation
MCon has three main components: a guest OS, a hypervisor,
and a container manager. The guest OS is derived from the
Android Open Source Project (AOSP) [35] and currently
supports Android 13–15. Since AOSP uses a Linux-based
kernel, MCon uses Linux UID isolation and cgroups, but
these are implementation choices; MCon can be easily ported
to a microkernel with equivalent protection and resource
accounting mechanisms. Inside the guest, the IPC proxy
hooks into Java and C++ bindings generated by the Android
Interface Definition Language (AIDL) compiler [31]. For each
IPC interface, we generate a decorator that wraps the original
implementation, transforms incoming calls, and forwards the
sanitized call to the service. By operating on typed objects
(e.g., Java Strings) instead of raw bytes, MCon improves
robustness and portability across Android versions.

Porting across versions is inexpensive in practice. Migrat-
ing the policy engine from Android 13 to 15 took roughly 20
developer-hours in total: ~7h reviewing new and changed
framework APIs, ~3h updating policies and container tests
(11 policies and 2 tests in all), and ~10h debugging failures
of the compatibility test suite and container tests. The effort
stays small because maintainers reason about the stable set
of tenant-scoped objects rather than the full set of 10,511
APIs—only 5 tenant-scoped objects were changed between
Android 13 and 15. Our default-deny policy (§4.2) further low-
ers the burden by flagging every new or signature-changed
API automatically at build time, so maintainers review an
auto-generated diff instead of manually scanning all APIs.
The hypervisor extends vSoC [73], a QEMU-based emu-

lator optimized for virtual device performance. It supports
both x86-64 and AArch64; on x86-64, we enable ARM app
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compatibility via the ndk_translation library [34]. The vir-
tual devices are virtio-based para-virtualized devices built
on vSoC [73], including GPU, display, codec, input, audio,
net, and sensors. The container manager runs in the hyper-
visor process, exposing a Human Monitor Protocol (HMP)
API [24] via the QEMU console for lifecycle management
(e.g., tenant creation). We also provide a Python controller
to automate batch operations across tenants.
MCon is implemented in 39K lines of code: 3K in the

Android framework (IPC proxy and policies), 1K in the guest
kernel (virtual device drivers), and 35K in the hypervisor
(device slicing and management).

7 Evaluation
We evaluate MCon’s elasticity, per-mechanism contributions,
robustness, overhead, and production performance.
7.1 Experimental Setup

Baselines. We compare MCon against two state-of-the-art
mobile container systems, Redroid [74] andAnboxCloud [14],
and two widely used emulators, vSoC [73] and Google An-
droid Emulator (GAE) [37]. We use the latest stable versions
as of September 2025. Unless otherwise noted, we use a stan-
dard mid-range smartphone profile: Full-HD (1920×1080)
resolution, 420 DPI, and a 60 Hz refresh rate. Since we target
cloud workloads, all systems render offscreen.
Hardware. All experiments run on a commodity server
with dual-socket Intel Xeon Silver 4210 CPUs (2.20 GHz), an
NVIDIA RTX A4000 GPU with 16 GiB VRAM, 128 GiB of
DDR4 ECC host memory, a 4 TiB NVMe SSD, and Gigabit
Ethernet. We select x86-64 because it remains the dominant
architecture in cloud data centers and the only one fully
supported by all baselines (specifically GAE).
Software Configuration. The host OS is Ubuntu 24.04 LTS
with NVIDIA driver 575.51.02 (OpenGL 4.6). For container-
based systems (MCon, Redroid, and Anbox), we provision
a large VM with 36 vCPUs and 120 GiB of memory to host
multiple tenants. For emulator-based baselines (GAE and
vSoC), which are one-VM-per-tenant, we configure each
VM with 1 vCPU and 2 GiB of memory. We choose this
configuration because it is the minimum needed to run the
top-50 apps without frequent errors or crashes.
Workloads. Our workload uses the top-50 popular Android
apps spanning various categories (e.g., social, entertainment,
productivity, shopping, maps, AI) [64]. Since Anbox Cloud
does not support Google Play Services, dependent apps (e.g.,
Gmail) are excluded for fairness. To simulate interaction, we
inject random input events using the Android Application
Exerciser Monkey [39]. Each tenant runs one app at a time.
Each experiment is repeated five times.
Density Scaling. We evaluate system scalability by expo-
nentially increasing the tenant density (𝑁 ∈ {1, 2, 4, 8, . . . })
until the system fails. We report metrics at each density level

and themaximum density achieved. Maximum density is the
highest concurrency where all tenants complete the work-
load without failures (e.g., boot loops, crashes, or system
freezes) across five repeated trials.

7.2 Tenant Provision Latency
Rapid tenant provisioning is fundamental to cloud elasticity,
enabling platforms to react to bursty workloads.
Methodology. We measure provisioning latency as the in-
terval from issuing an allocation request to the tenant becom-
ing operational. A tenant is considered operational when two
conditions aremet: (i) theOS reports sys.boot_completed=1,
and (ii) the launcher app has started. To eliminate network
variance, the controller and target run on the same host.

We evaluate three cases: (1) Concurrent cold boot: cold
booting 𝑁 tenants to capture worst-case latency. Specifically,
a cold boot means starting a VM for emulators, booting a
full framework for container baselines, and creating tenant
context and hotplugging virtual devices for MCon. (2) Cold
boot under load: measuring the latency of a single new allo-
cation while 𝑁 active MCon tenants are running top-50 apps.
(3) Concurrent warm-pool: provisioning 𝑁 simultaneous re-
quests from 𝑃 device profiles (sweeping 𝑃 from 1 to 1000, as
thousands of models are used in real-world testing [57]).
We let each baseline allocate as many warm instances

as possible. For MCon, we pre-allocate a pool of 𝑁 frame-
work namespaces; each allocation request creates and binds
a device slice to a free namespace. For each 𝑃 , we use the
DeviceAtlas device-model popularity dataset [20] to define a
skewed distribution over the 𝑃 profiles, pre-warm according
to the distribution, then independently sample the profile
requested by each tenant from that distribution. Issuing 𝑁
simultaneous boot requests to heavyweight systems may
saturate host I/O and CPU and lead to watchdog timeouts.
To ensure fairness, we test different request issuance rates
for each baseline, and report the highest-throughput setting.
Results. Figure 7 shows total time to provision 𝑁 tenants,
and MCon outperforms all baselines across all density levels.
With one tenant, MCon achieves sub-second provisioning
(0.99 s), a 15–58× speedup over other systems. MCon also
maintains near-linear scalability: even with 137 concurrent
requests, each tenant takes only 2.3 s to provision.
Profiling reveals MCon’s latency breakdown: the multi-

user isolation mechanism (for defense-in-depth) costs the
most (60% on average). This is because each provision sets
up and starts an Android user sequentially, causing queuing.
Whenmulti-user is disabled, the per-tenant latency decreases
dramatically to 0.40 s on average, and to 0.55 s at 64 tenants.
In contrast, spawning the virtual device slice is fast and paral-
lelizable, consuming only 4% of the total time. The remaining
36% is attributed to device hotplugging and app startup.

Baseline systems exhibit a high latency floor (>15 s) due to
the need to boot full frameworks. While they benefit slightly
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Figure 7. Concurrent provision time.
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Figure 8. Provision time under load.
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Figure 9. App deployment time.
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Figure 10. Concurrent provision time with warm pools. Circled
numbers are the max supported concurrency of a given system.

from hardware parallelism at moderate densities (8–16 ten-
ants), their performance degrades exponentially at high den-
sities due to resource exhaustion. At 64 and 62 concurrent
provisions, respectively, Redroid and Anbox Cloud induce
massive system load, with max 1-minute load averages of
383 and 61.2 (only 8.45 for MCon).
MCon successfully provisions up to 137 concurrent ten-

ants, whereas the best baseline fails beyond 64 tenants. Fail-
ure in MCon is due to GPU memory exhaustion: small UI
elements from many tenants cause GPU memory fragmen-
tation, eventually leaving no contiguous memory for new
virtual GPU contexts. Failures in baselines are driven primar-
ily by host memory exhaustion and watchdog timeouts.

In the provisioning-under-load scenario (Figure 8), MCon
maintains its advantage, 17–78× as fast as baselines with 64
active MCon containers. Provisioning new tenants in MCon
also has negligible impact on existing workloads. In contrast,
Redroid exhibits performance interference, causing a 1–9%
FPS drop in running apps, as its heavy initialization process
contends for CPU and GPU resources.
Figure 10 reports both mean and P95 warm-pool provi-

sioning latency with popularity-skewed profiles. At 𝑃=1,
every request matches the homogeneous pool, so baselines
provision tenants nearly instantly (<10 ms). As 𝑃 grows,
skew preserves warm capacity for popular profiles but can-
not cover the long tail: each baseline can hold only tens of
profile-specific instances, and requests miss once no idle in-
stance has the requested profile. The effect appears first in
P95 latency and then in the mean; at 𝑃 ≥ 50, both approach
the cold-boot latencies in Figure 7. In contrast, MCon’s mean
and P95 latency remain sub-second across all evaluated pro-
file counts, because any pre-allocated namespace can bind
to any requested device slice.

7.3 Application Deployment Time
Rapid app deployment is important for CI/CD and testing,
where each run often pre-installs apps across many tenants.
Methodology. We measure end-to-end app deployment
latency from when the controller starts issuing installation
commands to when all the top-50 apps are installed on all
𝑁 tenants. The 𝑁 tenants install the apps in parallel; within
each tenant, the 50 apps are installed sequentially because
AOSP does not support parallel installation [5]. To prevent
I/O skew, all the top-50 app packages are pre-staged in a
RAM disk on the host.
Results. As Figure 9 shows, for a single tenant, all systems
complete in tens of seconds (12 s on average), as deploy-
ment is bound by Android Package Manager’s sequential
installation. However, as tenant count increases, a diver-
gence emerges. MCon’s total deployment time grows slowly,
increasing to only 1.7× when scaling from 1 to 64 tenants.
In contrast, baselines exhibit 𝑂 (𝑁 ) scaling, as they perform
𝑁 times the I/O to copy and install packages for 𝑁 isolated
instances. Consequently, at 32 tenants, MCon completes de-
ployment 9.0× as fast as the best baseline.
The near-𝑂 (1) scalability of MCon comes from frame-

work namespaces: instead of copying the package per tenant,
MCon only performs a logical mapping of a shared pack-
age into each tenant’s virtual view. Therefore, deployment
cost scales with the number of distinct package binaries𝑀
rather than the number of tenants 𝑁 . This benefits com-
mon use cases like agent training and app testing, where
a small app set is installed across many tenants (𝑀 ≪ 𝑁 );
the performance gains disappear when𝑀 ≈ 𝑁 (e.g., a pub-
lic multi-customer CI service where every tenant deploys a
unique build), a workload largely outside MCon’s scope.

7.4 Application Throughput
App throughput under varying tenant densities is a key cost-
efficiency indicator for performance-sensitive workloads.
Metrics. Following standard industry practice [29, 83], we
use Frames Per Second (FPS) as the primary metric for app
smoothness. FPS data is collected via the Android dumpsys
gfxinfo command. We also monitor CPU and GPU usage,
host and GPU memory use, and stability metrics including
Mean Time Between Failures (MTBF) and recovery time.
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Figure 13. IPC latency overhead.

Workload Patterns. We run the top-50 apps in two pat-
terns: (i) Random: each tenant independently selects a ran-
dom app, and (ii) Round-Robin: all tenants execute the same
app simultaneously, cycling through the apps in different
rounds. Each round consists of a startup phase to ensure
the app is started in all tenants, followed by a 5-minute
measurement window to capture steady-state performance.
We conduct 100 back-to-back rounds for each configuration
(system, pattern, density) to ensure statistical significance.
Compatibility Results. Out of the 50 apps, MCon, Redroid,
Anbox Cloud, vSoC, and GAE can respectively run 48, 48, 45,
48, and 46 apps successfully. The two apps that fail on MCon
also fail on other platforms; one fails because ARM binary
translation is at fault, the other because of anti-emulation
checks. This demonstrates that, with careful design and im-
plementation, framework namespaces do not break applica-
tion compatibility; incompatible apps are excluded from the
final results of each system.

Anti-emulation is a hard problem shared by all emulator-
and container-based stacks (e.g., banking apps refuse to run
in a virtual device), and is largely orthogonal to MCon. Nor
do MCon’s mechanisms introduce a distinguishing finger-
print: framework namespaces present an ordinary single-
user framework, device slices expose the same virtio devices
as vSoC, and the IPC proxy adds only ~4% mean latency
(§7.8), within normal device-to-device variance, so IPC tim-
ing analysis cannot readily distinguish MCon from other
emulators or physical devices.
Throughput Results. Figure 11 presents the average FPS
of successfully executed apps. At low densities (1–8 tenants),
all systems deliver comparable performance (standard error
< 6.8), close to the 60 FPS ceiling. Here, hardware resources
are abundant and virtualization efficiency is the main factor.
MCon outperforms the baselines beyond 16 tenants. On

our server, MCon sustains relatively high FPS for up to 84
tenants. In contrast, baselines degrade rapidly. Redroid, the
most competitive baseline, sees its aggregate throughput col-
lapse from 16 to 32 tenants (90% FPS drop). Profiling reveals
that this collapse is driven by memory pressure: at 32 ten-
ants, Redroid exhausts the available host memory, triggering
aggressive swapping and OOM kills. MCon avoids this cliff
through its memory-efficient architecture; at 84 tenants, it
still has host memory headroom, but further scaling fails

when fragmented VRAM cannot satisfy allocations for new
virtual GPU contexts. MCon’s FPS degrades gracefully with
increasing density, primarily due to GPU compute saturation
(we observe 100% GPU utilization at ≥16 tenants).

Thus, on our server, MCon removes the baseline host mem-
ory wall and shifts the hard capacity bottleneck to VRAM
fragmentation. Unfortunately, this fragmentation cannot
be addressed within MCon itself: Android renders through
OpenGL ES, which delegates VRAM placement to the host
graphics driver, and the proprietary NVIDIA driver exposes
no application-controlled defragmentation mechanism. Op-
erators can instead raise the allocation ceiling with a higher-
memory GPU: when an NVIDIA RTX 4090D with 24 GiB of
VRAM is used, MCon supports up to 106 tenants.
Reliability Results. At 1 and 64 tenants, MCon framework
MTBF is 243 and 34 hours, respectively; a framework restart
interrupts all co-located tenants. Device-slice failures affect
one tenant and have MTBFs of 69 and 18 hours. MCon auto-
matically recovers either component, but live app state is lost,
so affected apps restart and in-flight work is retried. Average
per-tenant uptime is 99.99% at 1 tenant (99.92%–99.99% for
baselines), and 99.65% at 64 tenants. Combining uptime with
event rates implies a mean outage, including app restart, of
~20 seconds per failure at 1 tenant and ~2.5 minutes at 64
tenants. Thus, density is not a free lunch; operators should
select the highest workload-tested density satisfying both
per-tenant availability and outage allowances.

7.5 Density and Resource Consumption
We next quantify resource consumption to identify den-
sity bottlenecks. Since memory capacity typically dominates
server costs [32], we focus on memory footprints when ten-
ants are idle or running apps.
Idle Tenant. We first measure the overhead of provisioning
idle tenants. MCon incurs a one-time fixed cost of 2.1 GiB
host memory and 80 MiB GPU memory to initialize the
framework and the VM stack. Beyond this, the marginal
cost for each additional tenant is minimal: only 357 MiB
of host memory and 69 MiB of GPU memory. This results
from our namespace design, where new tenants only require
lightweight virtual device structures and a private data view.

In contrast, baseline systems exhibit high linear resource
growth. Redroid, Anbox Cloud, vSoC, and GAE require 1.7–
3.0 GiB of host memory and 70–125 MiB of GPU memory for
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every new tenant. Consequently, MCon reduces memory con-
sumption by 85%–92% (host) and 1%–45% (GPU), compared
to state-of-the-art alternatives.
Active Workloads. During the application benchmark in
§7.4, an average top-50 app consumes 245 MiB of host mem-
ory and 46 MiB of GPU memory. Such overhead is intrinsic
to apps and remains constant across systems. With the app
overhead added, MCon retains a decisive advantage. The
total per-tenant footprint (system+app) in MCon is 70%–82%
lower than baselines in host memory and 1%–33% lower in
GPU memory. This explains the density gap in §7.4: base-
lines hit host-memory limits at moderate densities, while
MCon scales to 84 tenants before VRAM fragmentation limits
further scaling.

7.6 Performance Breakdown
We now isolate the contributions of MCon’s core mecha-
nisms when running the top-50 apps.
Framework Consolidation. Consolidation removes the
host memory wall that caps the baselines (§7.5): by amor-
tizing one framework across tenants, MCon gains enough
memory headroom to reach 84 tenants on our server before
encountering a separate VRAM-fragmentation ceiling. Con-
solidation alone, however, reduces throughput: with slicing
disabled, MCon delivers 14%–26% lower FPS than the base-
lines at a density of 16. This degradation stems from the
synchronization bottleneck in §5.1.
Virtual Device Slicing. Slicing is what makes MCon per-
formant under high density. Figure 12 shows that slicing be-
comes more effective as density rises (6.3× FPS improvement
at 64 tenants). Profiling reveals that the top-50 apps issue
55–940 (average 133) GPU commands per frame. Without
slicing, these commands would overwhelm a single driver
with 200K commands per second at 64 tenants; slicing in-
stead routes them to independent device slices. Slicing has
negligible impact on density, since each slice starts in <50ms
and adds <1% memory (§5.2).
Complexity-Aware Frame Pacing. Disabling pacing does
not degrade average throughput but hurts performance sta-
bility. As shown in Figure 12, FPS stdev. increases by 69%–
107% at 16–64 tenants without pacing.

To stress test the pacing algorithm, we use two rare, ex-
tremely volatile workloads: (i) random 10× particle bursts in
a physics simulation (same shader, 10×more per-frame GPU
work), and (ii) a shader-switching benchmark (10 shader
changes per second). Under (i), the baseline without pacing
suffers a 2.1× stdev. of MCon; that is because frame complex-
ity is measured rather than predicted in our algorithm, so it
absorbs sudden spikes in intra-frame GPU work. With (ii),
the algorithm produces a 15% higher stdev. than the baseline;
that is because per-invocation cost shifts and the global 𝐾
needs to re-converge to adapt to the new workload. When

Issue class Trigger #
Namespace escape App-supplied .X suffix 1
Null dereference Null field in recursive transform 3
Resource exhaustion Deep nesting / oversized array 2
Table 3. Previously unknown issues found by fuzzing.

frequent shader switches dominate, the estimate can be fur-
ther improved by keying 𝐾 per shader program (observable
via glUseProgram) instead of using a single global 𝐾 , which
we leave as future work.

7.7 Adversarial Testing
We evaluate the robustness of framework namespaces with a
test suite that combines 19 hand-written adversarial tests for
boundary cases we anticipate, with mutation-based fuzzing
for the rest. The 19 hand-written tests include common at-
tacks like out-of-namespace file reads, cross-tenant screen
capture, and global clipboard access. The fuzzer uses the
hand-written cases and captured IPC traces as seeds and
stress-tests transformed IPC interfaces with generated mal-
formed calls. All calls are issued from an unprivileged in-
tenant app—the buggy or curious adversary in our threat
model (§3). Because MCon transforms typed objects (§6), the
fuzzer mutates typed objects rather than binary, so inputs
survive deserialization checks and actually reach the proxy.
The following areas are covered:
• Namespace confusion: inject sibling or non-existent tenant
suffixes (.X);
• Strings: empty, null, oversized, and path-traversal strings;
• Structural: null, deeply nested, and oversized objects;
• Identity spoofing: forged user IDs, binder objects, etc.

Results. The fuzzer runs for 48 hours and executes 2.4M
transactions, reaching 1879 of 2473 (76%) transformed APIs.
The remaining APIs are still mediated by framework names-
paces (§4.2), but are not exercised at runtime, because they
are unused by the top-50 apps or require unavailable hard-
ware. Six previously unknown issues are uncovered and fixed
(Table 3). The most security-relevant is a namespace-escape
case: the proxy passes through an app-supplied package
name that already carried a .X suffix, causing the framework
to treat it as a non-namespaced app. The remaining five are
robustness defects: three null dereferences in recursive trans-
forms and two resource-exhaustion paths (deep nesting and
oversized arrays), fixed with null guards and depth/size caps.
After hardening, a re-run confirms that every malformed
transaction is safely rejected or virtualized.

7.8 Overhead Analysis
We quantify the IPC overhead of framework namespaces
by comparing end-to-end IPC latency and throughput with
and without the IPC proxy. We define end-to-end latency
as the round-trip time from a client (app) issuing a Binder
transaction to receiving the response from the system service.
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Since only one tenant can runwithout the proxy, we compare
using a single tenant. We run the top-50 apps each for five
minutes, instrumenting the Binder driver to capture precise
timing for every IPC transaction.
Latency Results. Figure 13 presents the latency CDF. The
proxy introduces a modest overhead: the mean IPC latency
increases from 660 𝜇s to 688 𝜇s with the proxy, an average
overhead of 28 𝜇s (4%) per transaction. While the 90th per-
centile IPC latency increases from 890 𝜇s to 901 𝜇s with the
proxy, the 99th percentile decreases from 1371 𝜇s to 1245 𝜇s.
This improvement is due to caching in framework names-
paces, which avoids heavy IPC calls like package queries
(the main contributor to tail latency).

To understand the costs, we decompose the 28 𝜇s aver-
age overhead: (i) policy table lookup (16.5 𝜇s, 58%), which
matches IPC transactions to policies; (ii) deep-copying muta-
ble framework objects (9.6 𝜇s, 34%); and (iii) transformation
operations (e.g., virtualize) (2.3 𝜇s, 8%). The copying in (ii) is
essential for correctness: system services often return direct
references to internal data structures for performance; the
proxy must clone these objects to not corrupt the frame-
work’s internal state.
Throughput. The system sustains an average throughput
of 560 and 558 transactions per second with and without
the proxy (<1% difference). We do not observe a statistical
difference in either tail or per-app throughput, indicating that
the proxy introduces negligible overhead to IPC throughput.
7.9 Production Deployment
MCon is the Android-environment backend for GUI-agent
RL training at Infinigence AI. A training run executes hun-
dreds of rollouts back-to-back; each provisions a clean tenant,
deploys the target app, lets the agent interact, and then resets.
Production spans an NVIDIA RTX 4090 render pool and an
NVIDIA A100 compute pool, with 128–512 Android tenants
active per run. Rollouts last from 5 seconds to more than 5
minutes (about 60 seconds on average), and batched resets
trigger up to 512 cold provisions every few minutes. Before
MCon, preparing clean environments consumed more than
50% of rollout wall-clock time. MCon cuts preparation time
to less than one-third and doubles maximum concurrency, to-
gether improving end-to-end RL training speed by 56% [64].

8 Related Work
Mobile Cloud Computing. Early work offloaded resource-
intensive components like databases [16, 18, 42] to the cloud.
Recent trends shift entire app execution to the cloud, treating
mobile systems as compute environments. This supports app
testing [30, 41, 57], agent training [12, 80], cloud gaming [13,
17, 56, 66, 85], and cloud phones [2, 47]. MCon addresses
elasticity challenges in hosting such workloads.
API Virtualization. API virtualization and namespaces
are well established in both mobile [8, 77, 86] and PC/server

computing [21, 61]. However, while related work virtualizes
POSIX or narrow domain-specific interfaces, MCon builds
an end-to-end architecture that tackles a large and evolv-
ing framework API surface, heterogeneous device profiles,
and cross-layer performance isolation—all without breaking
unmodified apps.
Mobile Containers. Mobile containers have evolved along
two paths. On-device solutions create multiple personas for a
single user, using kernel-level namespaces (e.g., Cells [8]) or
native OS features like multi-user [36] and Work Profiles [4,
40]. In contrast, cloud-based solutions [14, 74, 84] follow the
server container paradigm [21, 61] and share the host kernel.
Recent work optimizes aspects like GPU performance [29,
73, 87], distributed rendering [55, 79], reliability [57, 76],
framework security [58, 77, 86], and storage [54]. However,
these systems do not fit elastic multi-tenant clouds: multi-
user and Work Profiles [4, 36] target trusted co-users on one
device, retaining a global namespace, cross-user visibility,
and a single shared device profile (§2.2); Cells [8] and other
work still duplicate the heavy framework per instance. MCon
addresses this orthogonal problem.
Elastic Clouds. Rapid provisioning is key to cloud plat-
forms, impacting QoS [45, 63] and infrastructure costs [43].
Server platforms boost startup via snapshots [23, 70], mi-
croVMs [1], unikernels [62], or application-level tooling [53].
These approaches achieve millisecond latency by minimizing
environments for stateless functions or individual binaries.
However, in mobile contexts the bottleneck is fundamentally
different: the heavy userspace framework dominates provi-
sioning time and limits density, which VM- and kernel-level
optimizations do not address. This mobile-specific bottleneck
creates the elasticity challenges that MCon addresses.

9 Conclusion
This paper presents MCon, the first architecture that brings
elasticity to mobile containers. Unlike approaches that di-
rectly port server virtualization to mobile OSes, MCon lever-
ages mobile systems’ structure to consolidate the resource-
heavy framework across tenants. For controlled, single-provider
clusters, we show that tenant isolation need not sacrifice ef-
ficiency, by virtualizing the IPC boundary with framework
namespaces and partitioning hardware access with virtual
device slices. Our evaluation shows that MCon delivers sub-
second provisioning and, under popular workloads, reduces
host memory use by 70%–82% and GPU memory use by
1%–33%. Together, these results make MCon a practical foun-
dation for next-generation mobile cloud computing.
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